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Critical infrastructure recovery:
A framework for decision-makers

Recent extreme weather events have caused significant damage to critical infrastructure. Communities lost
essential services for days to weeks. These events highlighted the fragility of New Zealand's critical

infrastructure systems.

The rebuilding process presents an opportunity to build resilience into what, where, and how we rebuild
infrastructure, in line with the National Disaster Resilience Strategy. Recovery decisions made today will shape

community resilience for decades.

How can decision makers ensure recovery investments build resilience, not just restore previous conditions?
This brief provides a framework drawn from global critical infrastructure resilience approaches. A structured
approach helps ensure resilience thinking is integrated into recovery plans.

@ Stage 1: Define the problem

Problem-framing is the crucial first step in resilience
planning. It involves identifying objectives and
defining the challenges that need resolution. Clear
problem definition enables development of
effective strategies to mitigate risks and enhance
the resilience of critical infrastructure systems.

Identify community needs. Consult with diverse
groups across gender, age, ability, and ethnicity.
Partner with iwi and community stakeholders to
gather comprehensive perspectives to ensure that
infrastructure resilience planning caters to the
entire community.

Identify service levels. Determine what service
levels are required post-disruption (e.g., water
supply, transportation connectivity). Recognise that
communities’ needs vary and change over time.

Identify dependencies on other infrastructure
networks. Use workshops or modelling to map
connections. Look for physical, informational,

geographic, and logical links between systems.

Engage stakeholders. Bring together first
responders, infrastructure providers, and
emergency management organisations. Discussions
will help to estimate disruption duration, establish
reinstatement priorities, and identify available
resources and capacity.

Stage 2: Hazard and damage
assessment

A risk-based approach uses hazard and damage
assessments to provide information on predicted
damages to infrastructure following a disruptive
event. Risk-based approaches overlay hazards onto
infrastructure assets to identify exposure. Fragility
curves and damage thresholds then translate this
exposure into predicted damage. This information
combines with criticality assessments to prioritise
interventions and provide quantitative resilience
measures.

Consider both extreme events and frequent lower-
impact occurrences using historical data, expert
input, and hazard projections. Account for climate
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change impacts. Use scenarios to explore how
failures cascade through networks and include
planned upgrades and population changes.

Risk-based approaches are data intensive. When
data is limited or uncertainty is high, use all-hazards
approaches instead. These apply general
robustness concepts like redundancy to be resilient
across a range of events rather than optimising for
specific hazards. Prioritisation then relies primarily
on asset criticality (Stage 3) rather than predicted
damage.

gﬂzﬂ Stage 3: Criticality assessment
and prioritisation

Criticality assessment evaluates how service loss
impacts communities. This moves beyond physical
disruption to examine socio-economic impacts.
Combining criticality with damage likelihood
enables effective investment prioritisation.

Consider multiple dimensions: importance to
community well-being including cultural
significance; criticality to recovery processes;
number of people served and significance of their
needs; upstream and downstream dependencies;
and community vulnerability and capacity to
recover.

&y, Stage 4: Plan or option
= development

Develop resilience plans based on performance
outcomes, hazard data, and criticality assessments.
Approaches range from emergency preparedness
to asset design changes.

Emergency preparedness: Establish resource
stockpiles and backup components for rapid
deployment. Ensure local areas have the necessary
recovery resources through supplier agreements.
Explore alternative approaches to maintain basic
needs if services fail. Reduce demand during
disruptions. Remove potential hazards to decrease
damage severity.

Asset/network design: Relocate assets to safer
areas. Diversify locations to reduce common hazard
exposure across networks. Incorporate redundancy
to minimise disruptions. Strengthen assets so they
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withstand larger hazard intensities. Use safe-to-fail
design that acknowledges failure remains possible.
Apply adaptive planning for changing hazards with
monitoring systems and flexible foundations.

\/ Stage 5: Plan or option
selection

Evaluate options and select the most appropriate
plans through feasibility, effectiveness, and cost
analysis. Test options against hazard scenarios to
measure resilience improvements.

Compare to a “do nothing” baseline. Use these
metrics: recovery time to pre-event or basic needs
levels; damages and casualties avoided; socio-
economic benefits gained; failure mechanisms
eliminated; dependencies reduced; event
maghnitude that can be withstood; backup systems
created.

Assess how well plans align with resilience goals.
Build stakeholder consensus. Align plans across
infrastructure entities to create synergies. Balance
resilience plans with business operations.

/%) Stage 6: Implement plan or
o  option

Translate plans into specific actions with resource
allocation and coordinated implementation. Use
phased approaches that prioritise basic needs and
vulnerable areas first.

Engage stakeholders in the recovery process.
Clarify roles and contributions. Establish clear
communication and command structures.
Implement information systems that enable
coordination. Communicate expected service
levels so communities can plan accordingly. Use
disruptions as learning opportunities to improve
future responses. Refer to companion brief on
infrastructure recovery lessons.
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Infrastructure recovery:
A resilience decision framework

Six-Stage Approach to Building Resilient Infrastructure

. Assessment stages . Planning stages . Action stage

D
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efine the

problem
Key questions

What are community needs?
What service levels are
required?

What dependencies exist?
Where are the stakeholders?

Outputs

Clear objectives
Stakeholder map
Dependency network
Service level requirements

-

Plan development
Key questions

What resilience strategies
exist?

Which approaches fit our
context?

How can we prepare vs
prevent?

What design changes help?

Outputs

Multiple resilience options
Emergency preparedness
Asset design guidance

Hazard & damage
assessment

Key questions

+  What hazards threaten
infrastructure?

+ How will assets be damaged?

+ How do failures cascade?

+  What future changes matter?

Outputs

* Risk scenarios

+ Damage predictions

+ Network vulnerability analysis

/
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« Climate projections

e
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Plan selection

Key questions

«  Whichoptions are most
effective?

*  Whatare the costs and
benefits?

+ How do they align with
goals?

+ Do stakeholders agree?

Outputs

+ Selected plan(s)

+ Cost-benefit analysis

+ Stakeholder consensus
+ Performance metrics

(& /

Criticality
assessment

Key questions

+  Whichservices are most
critical?

+  Who is most vulnerable?

+ What are the socio-economic
impacts?

+  Where should we prioritise?

Outputs

* Prioritised asset list

* Vulnerability assessment
* Investment focus areas

N /

Implementation

Key questions

+ How do we phase the work?
+  Who does what?

+ How do we coordinate?

+ Whatdo we learn?

Outputs
+ Implemented resilience
improvements

+ Coordinated recovery
* Lessons learned

(& /

Continuous Improvement Loop

Learning from implementation feeds back to problem definition. Each disruptionis an
opportunity to refine understanding and improve future responses.
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Adapted based on original brief: Curran and Brown (2023). Building resilience through recovery: Investment
decision making. (resorgs.org.nz/wp-content/uploads/2023/07/NIEWE_critical_Infrastructure_resilience.pdf).

Read the supplementary report: Curran, P., Brown, C., (2024). Building resilience through recovery: investment
decision making. Supporting critical infrastructure recovery project. (resorgs.org.nz/wp-
ontent/uploads/2023/07/NIEWE_critical_Infrastructure_resilience.pdf).

For more information see the companion critical infrastructure recovery key lessons documents:

e Brief: Mace and Brown (2023). Critical infrastructure recovery: key lessons. (resorgs.org.nz/wp-
content/uploads/2023/07/NIEWE_critical_infrastructure_-recovery_key-lessons.pdf)

e Supplementary report: Mace, H., Brown, C, (2024). Critical infrastructure recovery: Key lessons.
Supporting critical infrastructure recovery project. (resorgs.org.nz/wp-
content/uploads/2024/03/Critical_infrastructure_recovery_key_lessons_2024.pdf)

Contact

Charlotte Brown

ResOrgs

e: charlotte.brown@resorgs.org.nz

W: resorgs.org.nz

CRITICAL INFRASTRUCTURE RECOVERY: A FRAMEWORK FOR DECISION-MAKERS PAGE 4


mailto:louise.homedewar@resorgs.org.nz
https://resorgs.org.nz/

	Stage 1: Define the problem
	Stage 2: Hazard and damage assessment
	February 2026
	Stage 3: Criticality assessment and prioritisation
	Stage 4: Plan or option development
	Stage 5: Plan or option selection
	Stage 6: Implement plan or option
	Contact


